
SOLUTION GUIDE

BEST PRACTICES FOR EVALUATING 
MERGER AND ACQUISITION IT RISK

As your organization evaluates the potential risks associated with a corporate merger and acquisition (M&A), 
your due diligence must include an assessment of the cybersecurity posture of the target organization. 

This is especially true today because applications, systems and infrastructure that used to sit within an 
organization’s well-defined perimeter are now shifting — in part or entirely — to cloud, partner and subsidiary 
networks. The implications of this change are profound because every small misconfiguration in one of these 
connected environments has the potential to open up access to sensitive customer data, financial information 
and systems, software source code and intellectual property. 

Read on to learn: 
 • The importance of attack surface and shadow risk visibility for M&A
 • Benefits of the CyCognito platform when assessing M&A risk 
 • Drawbacks of other approaches for measuring M&A risk

The Importance of Attack Surface and Shadow Risk Visibility for M&A
When assessing the IT security risks and liabilities that you will inherit with a merger or acquisition, it is 
vital that you have visibility to the full extent of the target organization’s attack surface. That is a significant 
challenge given the continuously expanding attack surface of organizations that embrace cloud and third-
party environments. CyCognito research shows that organizations are blind to as much as 75 percent of their 
attack surface. Expect this to be true of the companies you are planning to acquire.

75% OF ATTACK
SURFACE IS
NOT VISIBLE

Figure 1.  CyCognito research shows that organizations are blind to as much as 75 percent of their attack surface. 
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Understanding your target’s “shadow risk” is equally important. Shadow risk includes the hidden assets 
and attack vectors that are part of an organization’s IT ecosystem but may be unseen or unmanaged by the 
organization’s IT and security teams. For example, they may be unknown because they are outside the view 
of legacy asset management tools and risk assessment solutions like vulnerability scanners and penetration 
testing. Attackers look for these hidden assets as their easiest point of entry whether they are located on-
premises or in cloud, partner and subsidiary environments. 

You cannot rely on your target’s IT asset inventory; you have to conduct your own evaluation to discover their 
attack surface and shadow risk.

Benefits of the CyCognito Platform When Assessing M&A Risk
The CyCognito platform gives you immediate visibility to the cybersecurity posture of your M&A targets. It 
identifies the breadth of the target organization’s attack surface and the effectiveness of its security controls, 
without requiring any deployment or configuration. The automated SaaS platform identifies: 

 • The target’s entire attack surface, including their exposed assets that are hidden in cloud, partner or subsidiary 
environments 

 • The business context of those assets 
 • The most critical risks to the target business (and by extension to your organization), so that they can be 

considered and/or remediated 

When evaluating the risks of a potential M&A target, you want to make sure that you have all of the facts and 
relevant supporting details. Not only is the CyCognito platform transformational for M&A IT risk evaluation, it 
can continue to offer you ongoing security monitoring of the target organization should you decide to proceed 
with the merger or acquisition.

Figure 2: The CyCognito platform grades your target’s overall security status, which is based 
upon a detailed risk analysis and grades for each of the target’s attack surface components. 
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The CyCognito platform helps you accurately evaluate potential risks in M&A targets by delivering:

 
Deep discovery 

of the target 
organization’s 

attacker-exposed 
assets, including 

those hidden in 
cloud, partner 

and subsidiary 
environments.

The CyCognito platform provides unprecedented visibility to risks across the target’s 
full attack surface so that you are able to assess the risk you may be assuming. 
Organizations consistently report they are able to identify from 30 to 300 percent 
more attack surface than they knew existed before using our platform. You have a 
more complete view of the organization’s IT risks than offered by any other solution 
— and those risks are provided to you with business context: which organizations the 
assets are associated with, on which platforms and for what purpose they are used.

Immediate risk 
evaluation of the 
target’s security 

posture, linked 
with the attacker-

exposed assets 
themselves.

The CyCognito platform grades the overall security status of your M&A target, 
supported by detailed risk analysis and grades for each of the organization’s attack 
surface components. In addition to a security grade, assets receive rankings by 
discoverability and business importance. 

The CyCognito platform visually presents an organization’s attack surface for easy 
analysis and drill down. You can view assets and their relationship to organizations, 
departments, subsidiaries or partners instead of having to wade through a list of 
unidentified IP addresses that other solutions present.

Actionable 
and prioritized 

remediation 
guidance.

The CyCognito platform helps you clearly communicate which risks the M&A target 
should remediate before negotiations proceed. Attack vectors are rated by severity 
and complexity and prioritized so that it is clear which present the greatest risk 
to an organization and which should be addressed first if the M&A is to proceed. 
Remediation guidance is complete and based on deep security expertise.

The platform detects attack vectors that until now may only have been detected 
by high-quality pen testers. And unlike those pen testers who focus on only a very 
small fraction of an IT ecosystem, or tools that don’t reveal the full scope of the attack 
surface, the CyCognito platform identifies attack vectors for the target’s extended 
IT ecosystem. It flags software misconfigurations, authentication and encryption 
weaknesses, sensitive data exposures, phishing threats and other risks, in addition to 
Common Vulnerabilities and Exposures (CVE).

Continuous 
monitoring of the 

organization’s risk 
across its extended 

IT ecosystem.

The CyCognito platform monitors the organization’s attack surface continuously, 
detecting new assets (e.g., shadow IT), misconfigurations or third-party exposures 
that might occur while your negotiations are still in progress. It will also help 
you validate which of the issues you flagged for remediation by the target have 
been resolved.

Transparent 
rating process.

The rating scale for the CyCognito platform is completely transparent. Both you 
and the target organization can easily understand what actions need to be taken to 
address the identified critical attack vectors.

Ease of reporting 
and measurement.

The CyCognito platform automatically generates reports that you can share with 
the target organization so it can address any issues with assets that are most at risk. 
You can create organizational reports so that you can measure the target’s progress 
against identified goals.
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Drawbacks of Other Approaches for Measuring M&A Risk
There are a number of methods used to attempt to assess M&A IT risks. These include legacy security 
assessment or testing solutions such as penetration testing or vulnerability scanning, or newer practices such 
as security ratings services. Let’s take a look at the drawbacks of each.

01 02 03
Penetration Testing
One approach for assessing 
an organization’s security 
posture is to commission 
a penetration test. The 
challenge with penetration 
tests is that they are 
limited in: 

 • Coverage, providing 
visibility into a 
fraction of the entire 
attack surface 

 • Frequency, 
offering only a 
point-in-time view

 • Duration, lasting just 
a few days or weeks

Vulnerability Scanners
Likewise, vulnerability 
scanners are not designed 
to give you a complete 
picture of the target 
organization’s risk and 
cannot help you identify 
unknown risks. Scanners 
only know about the assets 
they are configured to scan, 
such as particular IP ranges 
or assets instrumented 
with agents. 

If you’re trying to determine 
what an attacker might 
target, the first and 
foremost problem with 
legacy scanners is that 
they ignore the way that 
attackers identify the blind 
spots in an organization’s 
defenses and thus leave 
them exposed.

Security Rating System (SRS)
Another common approach is to use 
a security ratings service to evaluate 
the organization in question. There 
are drawbacks to relying on security 
ratings services for a complete risk 
evaluation because their analysis is 
shallow and incomplete. 

The three main drawbacks of SRS tools 
for M&A due diligence are:

 •  SRS tools do not identify or present 
the business context of assets, so it’s 
not possible to effectively prioritize 
the target’s overall risk in alignment 
with what is most significant to 
your business.

 • SRS tools do not provide 
comprehensive prescriptive 
remediation guidance for security-
oriented changes, so the results and 
reports need to be reinterpreted by 
security experts or extrapolated to 
yield actionable information.

 • The onus is on the company using 
the SRS to dispute SRS reporting 
inaccuracies and false positives with 
the SRS vendor, a process that is 
manual, tedious and time-consuming, 
making it difficult, if not impossible, 
to obtain and maintain a continuously 
accurate view.
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CyCognito provides solutions that identify and eliminate shadow risk: risk that IT and security 
teams are blind to, but sophisticated attackers actively target. The CyCognito platform is a fully 
automated next-generation security risk assessment solution that enables leading companies to discover, 
understand, prioritize and eliminate their organization’s shadow risk wherever it is, including cloud, partner and 
subsidiary environments.

Conclusion
The best and simplest approach for assessing the security posture of an M&A target organization is to: 

The most accurate risk evaluation is based on a full discovery of the attack surface of the target’s extended 
IT ecosystem and its shadow risk. Identification of critical attack vectors must go beyond Common 
Vulnerabilities and Exposures (CVEs), and the risks must also be prioritized according to which attack vectors 
pose the most significant risk to the target (and thus your organization). And finally, actionable remediation 
guidance for the target should be based on sound security expertise. 

To learn more about how the CyCognito platform can provide you with automated, cost-effective 
assessment of risks associated with M&A prospects, contact us at cycognito.com.
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Discover the IT 
assets the way an 
attacker would

Determine the 
business context 
of those assets

Identify and 
prioritize attack 
vectors associated 
with the assets
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